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I INTRODUCTION

Data is the new gold. That is, with the rapid development of technology and the creation of a global
digital economy, the collection of information about individuals has taken on significant economic
value.1 As outlined in the Australian Government report, Australia’s Tech Future, technology
occupies an essential role in the Australian economy and is set to increase substantially over the
years.2 The digital economy has been defined by the Australian government as “the global network
of economic and social activities that are enabled by information and communications
technologies”.3 Within the private residential rental market, the increased role of technology has
resulted in a greater capability to collect and process large quantities of personal information,
heightening the magnitude and scale of security risks.
This paper argues that in light of data increasingly being treated as a commodity, the NT
requires legislation that protects personal information and reflects a principled approach based on
privacy. This paper argues that the principle of data minimisation should be applied to private
residential tenancy applications in the NT, outlining the ways in which unacceptable levels of
intrusion and risk via tenancy application practices can be avoided, and how a stronger enforcement
mechanism can be established.

II RISE OF THE DATA ECONOMY

Personal information is defined by the Privacy Act 1988 (Cth) as a broad range of information that
could can be used to identify a person, such as name, signature, date of birth and address.4 This term
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includes sensitive information, comprising information such as political beliefs and opinions, health
information, sexual orientation and more.5
The digital economy has generated a paradigm in which, in order to gain access to goods
and services, people are being demanded to give up more of their personal data.6 Data has become a
source of power and income,7 as it can be used to manipulate and anticipate the preferences of
individuals for commercial, and in some cases political, gain.8 Furthermore, personal information
represents a lucrative commodity for cyber criminals; a personal ID pack is estimated to be valued
at $30-100 million USD on the black market.9 The growing economic value of data thus incentives
multiple players to attempt to gain access to the personal data of individuals.10
In the digital economy, commercial parties have proven increasingly opportunistic in their
engagement with the customers, utilising methods to extract high amounts of personal information
with minimal notification.11 In particular, the use of clickthrough contracts, signed simply by
clicking on a link, are presented in a way that discourages readership and results in users agreeing to
terms without properly understanding or being made aware of them.12 According to a study
conducted by Plaut and Bartlett, this discouragement of readership comes from clickthrough
agreements being too long, too time-consuming and providing no choice but agreement.13
In Australia, presenting agreements that discourage readership is not necessarily illegal. The
general rule of contracts, laid out in Surfstone Pty Ltd v Morgan Consulting Engineers Pty Ltd,14 is
that, should a reasonable person expect specific conditions to be part of an agreement, those
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conditions are valid.15 Any condition of the agreement that could not be reasonably expected should
be brought to the other party’s attention.16 However, with clickthrough contracts, the expectations
and understanding of consumers has become difficult to demonstrate due to a lack of understanding
of data practices.17
The transfer of data to third parties risks data security further compounds the issue, as this
makes information more accessible and, thus, less secure.18 There is no universal protection of data
across the world, given the disparity in data law between different jurisdictions.19 This means that
when data crosses borders, it can be exposed to inconsistent data practices,20 with some jurisdictions
falling below the standards of others.21

III RISKS OF IMPROPER DATA PRACTICES

The excessive collection and storage of data means that when breaches occur, there are serious
impacts on individuals and businesses. A pertinent case study is the Cambridge Analytica scandal.
A private data analytics firm based in the UK, Cambridge Analytica was enlisted by the campaign
team behind Donald Trump to utilise the data of millions of people in an attempt manipulate them
for political gain.22 Hundreds of thousands of Facebook users downloaded an application called,
thisisyourdigitallife, in which they took a personality test and gave the consent for this information
to be used for academic purposes.23 Little was it known that the information of the test-takers’
friend network would also be collected,24 including sensitive information like private messages.25 In
total, the data of approximately 87 million Facebook users was harvested and analysed.26
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This information was then used to target and influence Facebook users, through methods
such as generated news articles, to influence their political opinions and, eventually, their votes.27
What added to this issue was the lack of clarity as to whether any laws had been violated by
Cambridge Analytica’s conduct, due to ambiguous legislation and disparity in US state laws.28 This
ultimately detracted from an efficient and effective reprimand of Cambridge Analytica29 This is far
from an isolated incident. Similar data practices have occurred in European jurisdictions, such as
the Candidati app in Italy, which took Facebook user information for political purposes without
obtaining consent.30
Criminal behaviour also poses a data security threat, such as hacking, which is the act of
compromising digital devices and networks through unauthorised access to an account or computer
system.31 In 2021 alone, a wide array of Australian businesses and organisations have been
impacted by illegal hacking activity, including institutions as diverse as LinkedIn, NSW Health and
Ray White, impacting thousands, and in some cases millions, of Australians.32
The risks associated with data breaches are serious. Not only can breaches lead to serious
financial loss, reputational damage and business disruption,33 but can lead to the identity theft of
individuals, which is when a criminal uses another person’s private information for money or other
gain.34 Thus, data breaches pose a severe threat to the privacy, integrity and financial wellbeing of
both data handlers and private users.

IV CURRENT PRACTICES IN THE RESIDENTIAL RENTAL MARKET

A The Role of Technology in the Rental Market
The intersection of technology and irresponsible data practices threatens the data privacy of
prospective tenants in the NT.
27
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Tenant portals are a pertinent example of the growing role of technology in the NT. These
are mobile applications that act as all-in-one products that allow prospective tenants to gather their
personal information and make applications.35 They can eventually be used to monitor rent
payments, submit maintenance orders and receive direct communication about their rental
property.36 Examples of tenant portals in the NT include the ‘Owner and Property Portal’ used by
LJ Hooker Darwin37 and the ‘Property Portal’ used by RealEstateCentral.38

B The Issue of Current Practices
Poor data practices undermine the benefits of technology, as they expose prospective tenants to
substantial data risk. Due to a lack of focus on this issue within the NT, there is limited identified
research, policy or other literature regarding data privacy and residential tenancy. Thus it is difficult
to gauge the frequency and magnitude of these practices in the NT. However, by looking at other
jurisdictions, it is clear that these practices comprise a growing trend that can, and are likely to,
affect the NT.
One practice that is certainly occurring in the Northern Territory is the demand of extensive
personal information at the application stage of property negotiations. RealEstate NT asks
applicants to provide:
• Drivers licence or passport.
• Copy of previous telephone or electricity bill in your name.
• A copy of pay slips.
• Personal references.
• Car registration.
• Current employer and previous employer.39
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Whilst this information is useful in allowing a landlord to choose their preferred tenant,40 the
fact that the majority of applicants will be rejected means that prospective tenants are often required
to provide sensitive information to multiple property owners.41 This often means that, even after
rejection, the personal information of applicants are usually kept by landlords or real estate agents
for extended periods after the application.42 As previously mentioned, the presence of data in
multiple locations makes it more difficult to secure.43

C Emerging Issues
One growing trend in rental markets in general has been that landlords are asking for more detailed
and intrusive information from prospective tenants. From jurisdictions like New Zealand, Ireland
and Canada, there have been growing complaints from prospective tenants over the excessive
amounts of data being asked by landlords, such as nationality, marital status, gender or banking
history.44 This issue is compounded by the fact that prospective tenants often feel that they have no
choice, risking rejection if they do not comply.45 In some cases, applicants are being pressured to
submit their personal information before even viewing the property,46 under the guise of “just in
case you go for the property, we have your details”.47
Furthermore, the passing of personal information to third parties is prolific in the private
rental market. For example, the privacy policy of Ray White, which has a branch in the NT, flags
that information concerning applicants may be shared with third parties in jurisdictions ranging
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from the United States, China and the Middle East.48 Similar practices are done by other RealEstate
firms.49 Whilst an applicant is at the liberty to request that this information be deleted,50 this is
unlikely to occur given that this essentially pulls them out of the application process.

D Growing Risks
The current and emerging practices in the rental market pose a marked risk for data security in the
NT. Information gathered in tenancy applications is often the same as the information sought by
commercial parties and hackers.51 Thus, the collection of copious amounts of personal information
in current tenancy applications, coupled with the growing demand for information that oversteps
privacy boundaries, violates privacy and generates serious risks. Even though some of these
practices are not currently prolific in the NT, they cannot be dismissed.

V LAW SURROUNDING CURRENT PRACTICES

A NT Legislation
Whilst the current legislation in Australia and the NT offer some guidelines for responsible data
practices, the legislation needs to be further developed. The Residential Tenancy Act 1999 (NT)
offers limited guidance on this issue. Sections 127, 128 and 129 of the Act limit the amount of
information that can be put on tenancy databases, however no standards are set for the kind of
information that can be requested in tenancy applications.52

B Federal Legislation
The Privacy Act 1988 (Cth), which applies to the NT, sets more explicit standards. The Privacy Act
applies to organisations with an annual turnover of more than $3 million.53 This means that real
estate agencies are likely to be included, however, it is unclear whether tenancy registration
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websites would be as well.54 The thirteen privacy principles, outlined in Schedule 1 of the Act,
requires that relevant businesses handle data in an open, transparent and secure way.55 This means
that real estate agents to whom the Act applies can only collect information that is strictly
necessary, limited to information that will help select a preferred tenant.56 Furthermore, relevant
real estate agents must explain why information is being collected, what happens to the information
and who the information is being disclosed to.57
The Privacy Act is, however, limited. The $3 million annual turnover threshold means that
not all agents and landlords are included under the Act. Furthermore, the Act provides no
exhaustive definition of what information is necessary for selecting a preferred tenant, leaving
unclear parameters.

C Legislation of other Australian Jurisdictions
Other Australian jurisdictions present useful models for the NT. In Victoria, the Residential
Tenancy Amendment Act 2018 (Vic), which amended the Residential Tenancy Act 1997 (Vic), adds
more stringent controls on the kind of information that can be asked in tenancy applications. Section
30B explicitly restricts the amount of personal information allowed in a residential tenancy
application, only allowing information that is necessary for evaluating the suitability of an
applicant.58 Again, the issue here is that there is no comprehensive definition of what is considered
‘necessary’ in this context. As the Amendment only commenced in March 2021, the kind of
precedent that this sets in Victoria is unclear,59 however it is nonetheless useful in directly
addressing data privacy in the residential rental market.

VI APPLYING DATA MINIMISATION TO TENANCY APPLICATIONS

In order to consider how to implement data minimisation in the NT it is useful to consider
developments elsewhere. This section looks to the General Data Protection Regulation 2016
(European Union) (GDPR) and the recent developments in its application in Ireland, to emphasise
that data minimisation should be integral to law reform. The GDPR establishes strict standards
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regarding the way in which data handlers can process the data in the EU. Article 5 stipulates that
data must be processed fairly and transparently, that it must be used for explicit and limited
purposes, and be reasonably secured.60 The full impacts of the GDPR are still uncertain, although
the way that it will reshape the private rental market has recently come to attention.
The Data Protection Commission (DPC) of Ireland comprehensively developed the
application of the GDPR on the private rental market in its Guidance on Requesting Data from
Prospective Tenants report. The report asserts that although Article 6 of the GDPR outlines consent
as a necessary aspect of data collection, in the context of the landlord-applicant relationship,
consent is not sufficient given the relationship’s asymmetrical nature.61 Ultimately, an applicant is
not in a position to refuse providing excessive amounts of information, as their application may
simply be rejected.62 Therefore, the rental market specifically requires stricter guidelines for data
collection.
With regard to the information necessary for choosing the preferred tenant, the DPC referred
to Article 5(1)(C) of the GDPR, which outlines the principle of data minimisation: information that
is provided must be “adequate, relevant and limited to what is necessary in relation to the purposes
for which they are processed”. With regards to tenancy applications, the report states that the
amount of personal data provided in an application should be significantly less than when entering a
tenancy agreement;63 in particular, the extensive collection of financial statements, utility bills,
references, and other information should not be collected until a preferred tenant has been identified
and a formal offer made.64
This interpretation of data minimisation renders a lot of the personal information provided in
current tenant applications excessive and against the interest of private individuals.65 However,
whilst the report outlines the ways in which current practices are unacceptable, it does little to
provide a comprehensive alternative. As the DPC if the only authority that has issued a
comprehensive report on the implications of the GDPR on residential tenancy applications, there is
limited guidance on the alternatives.

60

General Data Protection Regulation 2016 (European Union), art 5.
Guidance on Requesting Personal Data from Prospective Tenants (Data Protection Commission of Ireland
Report, July 2019), 2.
62
Ibid.
63
Ibid, 3.
64
Ibid.
65
Ibid, 4.
61

VII IMPLEMENTING DATA MINIMISATION IN THE NORTHERN TERRITORY

Applying the lens of data minimisation highlights the need for law reform in the NT, as well as
other Australian jurisdictions. For example, although Victoria has stringent standards on what kind
of information may be asked, the DPC would deem current standards insufficient, given that
tenancy applications in Victoria still include excessive amounts of personal information.66
Implementing data minimisation requires practical considerations. In an interview with a
property investment manager based in Queensland, it was stated that if no personal information is
submitted at all, there would be several barriers for the effective choosing of the preferred tenant.67
This reflects the general reality facing landlords; they have an interest in avoiding problematic
tenants, at the risk of incurring serious costs, such as property damage or unpaid rent.68 The
interviewee further stated that landlords ultimately need to know whether a prospective tenant is
capable of paying rent, which requires knowledge of stable income, with previous rental history
being desirable.69 Whilst interpersonal interaction was flagged as a valid means of gauging whether
a prospective tenant would be the right fit for a property,70 it was stated that this provides an
insufficient understanding of the financial risk of a tenant.71
Thus, the question is, where should the line be drawn? By striking a balance between the
societal need for data minimisation and the need of property owners to distinguish between tenancy
applicants, some general standards can be created. Ultimately, the landlord needs to know the
financial situation of the applicant without gaining excessive information. In this case, perhaps the
only information provided at the application stage should be proof of employment, salary and rental
history. This would provide a comprehensive understanding of an applicant’s financial information,
whilst precluding other information such as utility bills, vehicle registration and identity documents,
which could be provided later on as a means of confirming the identity of the preferred applicant.
A comprehensive enforcement mechanism is essential for such standards. Under the Privacy
Act, breaches can warrant signifiant fines, with s 13G fining 2000 penalty units for serious or
repeated inferences with privacy.72 Fines are also implemented under the GDPR, with some fines
66
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costing millions of dollars.73 Another punishment under the GDPR has been deleting information
databases, removing an essential asset for data handlers.74 These methods should be considered
when reforming NT legislation, as they could provide useful ways of incentivising and enforcing
standards.
In the NT, a larger array of data handlers should be included under the law; landlords and
agents that make under $3 million annually should also be included. Legislation should minimise
the amount of data that can be collected and require that data be held correctly and securely.75 This
should require data handlers to formalise cybersecurity policies and emergency plans regarding data
they hold.76 Furthermore, data handlers should be required to immediately report when data
breaches occur.77
One of the most pervasive issues regarding breaches of data privacy has been that the laws
are often unclear in there application, as discussed in the Cambridge Analytica case.78 Thus, NT law
must make explicit the standards to be maintained and the parties held accountable. This could be
helped by issuing a guide on the privacy standards that apply, similar to that issued by the Privacy
Commissioner in New Zealand.79
The transfer of data between jurisdictions must also be addressed. UK data handlers face
this issue when transferring data to the US, which has less stringent data protection laws.80 To
resolve this, any data transferred to the US is subject to security conditions, such as contracts
between data handlers within and without the UK that guarantee that certain standards be upheld.81
This issue will be faced by the NT once it has enacted its reforms. Whilst this calls for greater
reform across all Australian jurisdictions, the NT should in the meantime employ a strategy that
holds third parties to certain data standards.

VIII CONCLUSION
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Undoubtedly more research is needed to develop a tenancy privacy framework in the NT. Any law
reform should involve consultation with NT tenants, as well as NT landlords and real estate agents.
Considering the issue of data transfer between jurisdictions, a multilateral mindset is essential; there
needs to be communication between stakeholders and policy-makers across Australian states and
territories. Now more than ever, the NT needs to set clear standards for its data practices, to protect
prospective tenants and landlords alike from serious security threats.
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